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Abstract—Recent development in multimedia processing and
network technologies has facilitated the distribution and sharing
of multimedia through networks, and increased the security
demands of multimedia contents. Traditional image content pro-
tection schemes use extrinsic approaches, such as watermarking
or fingerprinting. However, under many circumstances, extrinsic
content protection is not possible. Therefore, there is great interest
in developing forensic tools via intrinsic fingerprints to solve
these problems. Source coding is a common step of natural image
acquisition, so in this paper, we focus on the fundamental research
on digital image source coder forensics via intrinsic fingerprints.
First, we investigate the unique intrinsic fingerprint of many
popular image source encoders, including transform-based coding
(both discrete cosine transform and discrete wavelet transform
based), subband coding, differential image coding, and also block
processing as the traces of evidence. Based on the intrinsic fin-
gerprint of image source encoders, we construct an image source
coding forensic detector that identifies which source encoder is
applied, what the coding parameters are along with confidence
measures of the result. Our simulation results show that the
proposed system provides trustworthy performance: for most test
cases, the probability of detecting the correct source encoder is
over 90%.

Index Terms—Image source coding, intrinsic fingerprint, multi-
media forensics.

I. INTRODUCTION

W ITHIN the past decades, the explosive combination
of multimedia signal processing, communications,

and networking technologies has facilitated the sharing of
digital multimedia data and enabled pervasive digital media
distribution. Digital images, in particular, have been widely
used in news reporting, insurance claim investigation, crim-
inal investigation, and many other applications. However, the
digital nature of information also allows individuals to access,
duplicate, or manipulate information beyond the terms and
the conditions agreed upon, for example, with the assistance
of popular image editing software such as Adobe Photoshop.
Therefore, the traditional faith that a photograph tells the truth
is diminished for digital images, and it raises critical issues
about the legitimacy and authenticity of the image.
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Image forensics offers the ability to verify the credibility and
validate the origin of digital images. Conventional forensic tech-
nologies use proactive and additive means to protect multimedia
content by hiding additional information in the original signal.
For example, the idea of the trustworthy camera was proposed
in [1] to make the trustworthiness of digital images accountable,
where a digital watermark was embedded into the image at the
instance of its acquisition. Any later tampering of the image can
be detected based on the changes on the digital watermark. Sim-
ilarly, in traitor-tracing digital fingerprinting, user identification
information is embedded in each distributed copy to identify the
corresponding user and trace the source of the illicit copies [2].
However, they require that all camera manufacturers agree upon
a common standard, and for some real applications, it may be
too expensive and impractical to implement such extrinsic pro-
tection mechanisms.

Often it is not possible to enforce content protection through
any extrinsic means. However, for each copy of multimedia
data, its acquisition, processing, and transmission process
constitutes a unique data path. To ensure that multimedia
data are processed by the appropriate entities for intended
purposes only, its data path must be validated by identifying
each of its steps: acquisition, source coding, channel coding,
transmission, and other possible processing at the user’s side.
Each operation leaves its unique artifact in the image. Such
intrinsic “fingerprints” are naturally and inherently generated
throughout the chain of content acquisition and processing, and
they provide evidence to help identify the origin and detect the
alterations of multimedia content. Thus in the scenarios where
extrinsic content protection techniques are not applicable,
image forensics via intrinsic fingerprints offers technologies to
detect alterations and identify the source of the image without
any proactive protection mechanisms. Fig. 1 illustrates the
difference between the methodologies that rely on extrinsic
operations to protect multimedia content versus those that
employ intrinsic fingerprint analysis. With extrinsic protection
of multimedia, an additive signal is embedded into the image
before distribution and is available to the forensic detector,
while with intrinsic-fingerprint forensics, the only input to the
forensic detector is the received image in a raw format.

Image forensics via intrinsic fingerprints can be applied to
identify many types of image processing. For instance, it is often
useful to determine the source of image acquisition: a digital
camera or a postediting software. Since most image acquisition
devices reduce the data size by applying lossy encoders to the
images, there are prior arts in the literature which identify the
camera model based on the JPEG quantization table [3]. Foren-
sics on other steps in image compression such as block size
estimation [4]–[7] via the intrinsic fingerprints have also been
studied in the literature. In this paper, we build a framework
to integrate the image source encoding forensics that provides a
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Fig. 1. Multimedia security using extrinsic means versus intrinsic information.

general methodology and fundamental research of image source
coding identification.

There exists some literature devoted to identify the unique
features associated with each form of image processing, for
example, resampling [8], inconsistent noise patterns [9], copy
and paste [10], double compression [11], [12], etc. Inconsistency
in higher order statistics, such as the bispectrum and bicoherence
[13], were used to identify contrast changes such as gamma
correction [14] and other nonlinear operations on images [15].
Inconsistency in lighting conditions [16], geometry invariants,
andconsistencyofcameracharacteristics[17]werealsoproposed
to detect image alteration. The work in [18] used wavelet-
based features to detect image tampering. Physics-motivated
features were introduced to distinguish photographic images
and computer graphics [19]. To identify the source of an
image, pixel defects [20] and image sensor noise [21] were
used to uniquely identify the source camera. Features such
as RGB-pair correlation and neighbor center of mass [22]
were extracted as features and a support vector machine were
used to train classifiers to identify the camera. In [23] and
[24], color filter array and color interpolation were used to
classify the camera brands.

This paper investigates the identification of source coding al-
gorithms which is often an unavoidable step in image acquisi-
tion and transmission. Each compression scheme leads to dif-
ferent types of distortions. These distortions become an intrinsic
part of the compressed image, acting like a fingerprint. By dif-
ferentiating amongst these distortion types, we can identify the
scheme and estimate the parameters used to compress a digital
image.

Source coder identification has many applications in multi-
media security, coding, and communication, particularly when
we lack access to the original signal or the device. As mentioned
earlier, we can verify the datapath integrity of multimedia data.
For example, consider two datapaths and . Image
travels over datapath and image travels over datapath

. Each datapath consists of different digital cameras used
for image acquisition, different source coders, and different
transmission channels. We can certify the datapath taken by
possibly examining evidence of a particular color filter array
used by the camera, the intrinsic fingerprints produced by the
source coder, and traces of error concealment due to channel
errors or network failure.

Also, digital image integrity is of paramount importance in
many forensic scenarios. The Scientific Working Group on

Fig. 2. Tree-structure of the image coding forensics system.

Imaging Technologies—part of the International Association for
Identification, anorganizationdevoted to forensic science—cites
potential legal ramifications regarding the use of digital image
processing in forensic contexts [25]. For example, compression
is often an unavoidable step in the image acquisition process.
The compression history of an image may become relevant in
judicial proceedings, since one could argue that compression
artifacts had obscured relevant information.

Unfortunately, the compression algorithm and settings may
not be immediately obvious, especially if performed automati-
cally as a result of the acquisition device (e.g., compression in
digital cameras). In this case, when the compressor is unknown
and possibly proprietary, is there any way to determine the com-
pression algorithm? This information is critical in subsequent
quantitative image analysis, where the use of image compres-
sion can degrade the accuracy of object measurements. Such
inaccuracies could lead to an incorrect diagnosis from a med-
ical image, or an incorrect statement of guilt regarding a sub-
ject involved in a crime as viewed by a surveillance camera.
Through nonintrusive forensic analysis, we can identify the na-
ture of the processing module in the absence of the original
image, thereby offering some measure of confidence regarding
subsequent image analysis.

The primary objective of this paper is to introduce a forensic
methodology that uses intrinsic fingerprints to detect traces and
identify the history of source coding operations applied to dig-
ital images. Section II formulates the problem and introduces
the system model. In Section III, we address the identification
of preprocessing applied to the image before compression. In
Section IV, for each source encoder studied in this paper, we
analyze its unique intrinsic fingerprint and propose a similarity
measure to quantify the likelihood that an image is compressed
using this source coding scheme. In Section V, we propose an
image source coding forensic detector that uses intrinsic finger-
prints to identify the source coding scheme used to compress an
image, estimate the coding parameters, and provide confidence
measurement of the detection results. Section VI shows simula-
tion results. Conclusions are drawn in Section VII.

II. PROBLEM FORMULATION AND SYSTEM MODEL

Given a received and decoded image which has been source-
encoded once, we analyze the image in order to answer which
compression scheme was used to compress the image, if any
preprocessing such as blocking was performed before compres-
sion, what the parameters of the coding scheme are, as well as
how confident we are of the detection and estimation results.
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Fig. 3. Overview of the proposed system model for source coder identification.

To answer the above questions, the first step is to catego-
rize the major source encoders. Today, discrete cosine trans-
form (DCT)-based encoders [26] such as JPEG are the most
widely used image encoding schemes. Discrete wavelet trans-
form (DWT)-based encoders like JPEG2000 and SPIHT are also
widely used in modern image source coding, and they can be
viewed as special realizations of subband encoders which share
the same intrinsic fingerprints. Therefore, to make our system
more generalized, it is important to investigate the common in-
trinsic fingerprint of subband coding [27]. Differential image
encoders remove the redundancy among pixels by spatial fil-
tering. This technology is still in use today as seen in the in-
traprediction mode in H.264 [28], video interframe prediction,
and lossless JPEG. Therefore, to provide a fundamental tech-
nology, our forensic system includes these three source coding
schemes, as shown in Fig. 2.

Fig. 3 illustrates our proposed system model. All of the test
images used throughout this work are digital grayscale images
with eight bits per pixel. Given a test image , we develop an it-
erative source coder identification and verification system. The
first step of the identification process is to identify any prepro-
cessing performed upon the image before compression. Then,
for each candidate source coding scheme in Fig. 2, we look for
its trace in the test image and calculate its similarity measure
(that is, the likelihood that the test image was compressed using
this source coding scheme). We then select the one that gives the
highest similarity measure and estimate the coding parameters.

The next step is to verify our estimation result. If we select
the correct source coding scheme and accurately estimate all
of the coding parameters during the classification stage, then if
we compress and decompress the input test image using the
selected source coding schemes with the estimated parameters,
then the output will be identical to the test image except for
rounding errors. When the difference between and is smaller
than a threshold, we stop the search process and output the con-
fidence measure of the system. Otherwise, we take this source
coding scheme out of our search space, select another candidate
in Fig. 2 with the second highest similarity measure, and repeat
the classification and the parameter estimation processes again
until we find one solution that satisfies the stopping criteria. If

we search over the entire image coding scheme set and none of
them can pass the verification stage, the system outputs the error
message “No source coding scheme detected.”

III. IMAGE BLOCK PROCESSING IDENTIFICATION

As shown in Fig. 3, to begin the forensic process, we must first
address any form of preprocessing performed upon the image.
Detection of preprocessing is an obvious and crucial first step,
because any inaccuracies at this stage could possibly invalidate
all subsequent tests. The most common form of image prepro-
cessing is block processing, which we focus on here.

Existing work in block processing measurement is not tai-
lored to answer this question due to strong assumptions placed
upon the input data. Works such as Minami and Zakhor [4], Tan
and Ghanbari [5], Liu and Bovik [6], and Gao et al. [7] assume a
priori that the image data is compressed through an established
scheme such as JPEG or MPEG with some known block size.
In a forensic scenario, we have no idea of the block size. Given
this problem, we need a scheme that does not rely on such strong
assumptions regarding the block size.

A. Intrinsic Fingerprint Analysis
Blocking artifacts may appear as a result of coarse quantiza-

tion of individual blocks either in the spatial domain or the trans-
form domain. Since quantization is performed on each block
separately, a boundary will appear between the blocks as an
abrupt change in the luminance value. For an original, unquan-
tized image, this artifact is unlikely to appear because natural
images have smooth variations, on the whole. Considering the
luminance discontinuities present across block boundaries, the
gradient magnitude image should reveal the presence of block
artifacts.

Therefore, after computing the gradient magnitude of each
row and column in a block-processed image, we expect to find
peaks at every block boundary position. We can further reveal
these peaks by averaging the gradient magnitudes of all rows (or
columns) together. Let be the input image of size ,
and be the luminance value of pixel , where

and . First, obtain the gra-
dient image along a desired direction. For example, we operate
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Fig. 4. Signals �, � , and � for JPEG-compressed Lena with a block size of 16.

along the vertical direction to obtain
.

Then obtain the average of the gradient magnitude by aver-
aging along the orthogonal direction. For example, we now av-
erage along the horizontal direction, where

(1)

Let be the block size, if it exists. If block processing is present,
the one-dimensional signal will have peaks at multiples of the
block size (i.e., at , for ). To extract these peaks, we
use median filtering as follows. Let be the median-filtered
version of : . If we
subtract from itself, we will obtain the peaks in which
we call , the intrinsic block artifact fingerprint

(2)

Fig. 4 shows the signals , , and for the 512-by-512 test
image Lena which has been JPEG-compressed using a block
size of 16 and standard JPEG compression table. We expect
to resemble an impulse train, where the magnitude of the im-
pulses is determined by the strength of the block artifacts, and
the period of the impulses is determined by the block size.

One problem we face is the presence of spurious peaks in
the signal as a result of edges from objects in the image.
Note that an edge will have the same gradient direction along its
entire length. However, the gradient direction of block artifacts
will oscillate. Therefore, we perform the following test. Let the
signal be a sum of the gradients

(3)

A peak in this signal will indicate the presence of an edge.
Therefore, we find , where is a median-filtered
version of . Then we set for all , where ,
for some suitable threshold . For the images used in our data
set, the value maximizes the number of correctly esti-
mated block sizes among all images tested. Images which use
more or less than eight bits per pixel may require a different
threshold; this value can be chosen by the system designer based
upon the nature of the images processed.

B. Block Size Estimation
Fig. 5 shows the block diagram for our detection scheme.

The periodicity of allows us to use a maximum-likelihood
estimation scheme used in pitch detection [29] to determine the
period of the signal . Suppose that consists of a known
periodic signal plus zero-mean i.i.d. Gaussian noise

(4)

Let us express the signal as a periodic repetition of a signal
with period

(5)

To obtain the maximum-likelihood estimate, we maximize the
conditional probability density function with re-
spect to the signal parameter , the noise variance , and the
period . It can be shown that the estimated period that max-
imizes is achieved by minimizing the estimated
noise variance as a function of

(6)

This is our estimate for the block size along one dimension (e.g.,
the vertical or horizontal dimension). We repeat the process for
the other dimension to obtain the estimate for the block size in
both dimensions.
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Fig. 5. Block diagram for the block artifact fingerprint detection and block size estimation scheme.

C. Intrinsic Fingerprint Detection Performance
After having found an estimated block size , we still have

to answer if block processing is truly present. Consider a simple
detection problem with the following two hypotheses:

(7)

Detection of implies that our block size estimate is correct,
while corresponds to an incorrect block size estimate or
an absence of block processing. Actual execution of a likeli-
hood ratio test requires exact knowledge of which we do not
have. In theory, we can use the signal-to-noise ratio (SNR) as
a measure of our detection accuracy. The SNR is defined as
SNR . Unfortunately, we only have estimates of and

instead of their true values. Calculating the SNR using the
signal estimate is inaccurate since it relies on the accuracy of
the signal estimate itself. Furthermore, since is not exactly pe-
riodic, the variance in the peaks of will erroneously contribute
to our estimate of the noise power. In practice, we will use the
observed signal-to-noise ratio (OSNR) for our measure of de-
tection accuracy, defined as

(8)

where is a modified estimate for the noise power which does
not include the variance of the peaks in , i.e,

(9)

where the set ,
, and

(10)

Fig. 6(a) shows plots of the block size estimation results for
the standard test images Lena. We test for block sizes 4, 8, 16,
32, and 64. To create our block-processed images, we use JPEG
compression with quality factors from 20 to 90. Each circle rep-
resents correct estimation, and each star represents incorrect es-
timation.

We see that correct estimation varies as a function of both
PSNR and block size. Naturally, the strength of block artifacts
decreases as image quality increases. As block size increases,
the signal has fewer periods, and therefore, our estimate is
less accurate. For example, as shown in Fig. 6(a), the estimation
accuracy for compressed Lena with block sizes of 4 and 8 in the
horizontal direction is 100%, while estimation for block sizes

of 16, 32, and 64 fails for PSNR above 41.1, 39.5, and 38.6 dB,
respectively. Nevertheless, estimation is still accurate at high
PSNRs where the artifacts are not perceptually visible. Fig. 6(b)
is a close view of the high frequency part of a JPEG compressed
Lena. It is clear that there is no visual blocking effect presence,
however, as shown in Fig. 6(a), our block size estimation works
perfectly.

We also plot the receiver operating characteristic curve to
illustrate our detection accuracy as a function of the OSNR
threshold in Fig. 7 which shows the probability of detection
versus the probability of false alarm for the test in (7). As the
threshold varies, correct estimates with an OSNR that lies above
the threshold are hits. Incorrect estimates with an OSNR that lies
above the threshold are false alarms. This plot uses detection re-
sults from 24 digital images of natural photographs with varying
frequency characteristics, all with size 512-by-512. We test for
the same block sizes and quality factors mentioned previously
and also across both dimensions. We see that our scheme can ob-
tain a of 95.0% for a of 7.4%, and a of 98.0% for a

of 16.5%. In practice, we can decrease our OSNR threshold
to accommodate a higher . The cost of a miss (i.e., detecting
no block artifacts when in fact block processing is present) can
be significant in a forensic setting where subsequent forensic
tests depend on some block size estimate.

As for the purpose of block size estimation, considering the
horizontal and vertical estimations of the block sizes separately
can provide a guideline of how good the identification method
is. The horizontal and vertical estimations of the block size
might not agree. However, the block processing can use rec-
tangle block sizes such as 4 8 and our source-coding forensic
detector has no prior information that the preprocessing block
is square ( ) or not. Hence, when the source-
coding forensic detector is identifying the block processing, it
will estimate the block size horizontally and vertically sepa-
rately, and combine the estimation results. For instance, if the
horizontal block-size estimation is 4 and the vertical estima-
tion is 8, then the source-coding forensic detector will adopt the
block size 8 4.

IV. INTRINSIC FINGERPRINT ANALYSIS OF SOURCE ENCODERS

As shown in Fig. 3, after estimating the block size, if any, the
forensic detector can start to determine which kind of source
encoder used by utilizing the intrinsic fingerprint of each image
source encoder as trace of evidence. In this section, we analyze
the intrinsic fingerprints of subband coding, transform coding,
and differential image coding. For each type of encoder, we in-
vestigate the intrinsic fingerprint and define a similarity measure
to determine how likely this encoder has been applied.
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Fig. 6. Block size estimation results of Lena.

Fig. 7. Performance of the block size estimation algorithm.

A. Transform Coding
In this section, we discuss the most commonly used trans-

forms, DCT and DWT.
1) A Unified Approach for Transform Coding: DCT-based

image compression is usually a block-based processing of the
image, where the whole image is decomposed into nonoverlap-
ping blocks of the same size (for example 8-by-8 in JPEG base-
line) and each block is transformed and compressed separately,
while DWT-based source coding schemes often consider the
whole image as a single block, apply wavelet transform to the
entire image, and decompose it into different frequency bands
of different statistics. We unify the transformation mechanisms
of DCT coders with that of embedded DWT by drawing some
insight from [30], which treated each 8-by-8 block of transform
coefficients in a DCT-block coder as a 64-subband decomposi-
tion of the original 8-by-8 image block. In other words, we take
the (0,0) coefficients of all blocks as a subband, treat all (0,1)
coefficients as another subband, and so on.

After tiling all of these subbands together, we obtain a co-
efficient subband representation similar to the one shown in

Fig. 8. Left: Reorganization of 4-by-4 DCT coefficients into subbands. Right:
Histograms for each coefficient subband.

Fig. 8. In this figure, a discrete cosine transformation with block
size of 4 was applied to the original uncompressed image Lena.
All of the DCT coefficients of the same frequency are com-
bined into one subband, and these subbands are tiled together.
For example, the subband on the first row and first column of
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